HudopManHoHHAs TAMSATKA /LI51 HeCOBEPIIEHHOIETHHX 110 BOIPOCaM
KHOEep0e30NacHOCTH

B ceTH «AHTEpHED?

KoMnbloTepHbIe BHPYCHI

KommbproTepHEBIll BHPYC - 3TO Pa3sHOBHAHOCTH KOMIBIOTEPHBIX IIPOIPAMM,
OTJINMYNTEIHHOII 0COOEHHOCTBIO KOTOPOIl SIBISIETCA CIIOCOOHOCTh K Pa3MHOKEHIIO
(kormmpoBaHmio). B omonHeHmMe K 3TOMYy, BUPYCHI MOTYT HOBpPEIUTH WIN
IIOJTHOCTBI0 YHUYTOKUTE Bce (DAlliIbl I IaHHBIE, TOAKOHTPOJIBHBIE IIOTB30BATENIO,
OT IMEHH KOTOPOTro ObIa 3amyIieHa 3apak€HHas IIporpaMMa, a Takke MOBPEeAUTh
TN J1a’Ke YHUUYTOXXUTH OIEepalllOHHYI0 cUcTeMy co Bcemn (aitnmamu B nienom. B
OONBINMHCTBE CIIy4YaeB PaclpOCTPAHSIOTCS BUPYCH Yepe3 NHTePHET.

MeToabI 3aIIIHTHI OT BPeIOHOCHBIX POIPAMM:

1. Hcnonb3yli coBpeMeHHBIE OlE€palllOHHBIE CUCTEMEBI, NMEIOIINe
CepbE3HBII YPOBEHB 3aIUTHI OT BPEIOHOCHBIX MPOTPaMM;

2. [TocTossHHO ycTaHaBmuBail matdu  (1poBBIE  3aIlIaTKI,
KOTOpble aBTOMATHMYECKHU YCTAaHABIMBAIOTCS C ILEIbI0  JI0padOTKHN
IIporpaMMbl) U Jpyrue OOHOBIEHHIS CBOE€Il OIEpPAIIOHHOIl CHCTEMBI.
CkaunBaii nX Tonbpko ¢ oduruanpHOro caiita paspadorunka OC. Ecmm
CYINECTBYET PEKUM aBTOMATINUECKOT0 OOHOBJIEHNS, BKIIIOUN €T0;

3. Paboraii Ha cBoeM KOMIIbIOTEpE 110/ IIpaBaMH MOJIh30BaTENA, a
HE aJMUHHCTpaTOpa. OTO HE IO3BOINT OOJBIIMHCTBY BpPEIOHOCHBIX
IIporpaMM HHCTAUTUPOBATHCA Ha TBOEM MEPCOHATTBHOM KOMIIBIOTEPE;

4. Ucnonpayii AHTUBUPYCHBIE IIPOTPaMMHBIE IIPOIYKTHI
I3BECTHBIX IIPOM3BOANTENEI, C aBTOMAaTHYECKIM OOHOBJIEHHUEM 0a3;

5. Orpanmup  GU3MYECKHiI  JOCTYII K  KOMIIBIOTEPY  JUIA
IIOCTOPOHHUX JIUIT;

6. Hcnonw3yii BHemHNEe HOcHUTeINn UHGOpMAINN, TakKne Kak
¢dnemka, anck win Qaiin u3 WHTepHeTa, TONBKO U3 IIPOBEPEHHBIX
HCTOYHUKOB;

7. He oTkpeiBaii koMnbproTepHBIe (ailipl, MONyYEeHHBIE U3
HEHAJEKHBIX HCTOYHNKOB. Jlaxke Te dalinpl, KOTOphle HpHCTIaT TBOM

3HAKOMBIIL. HY‘IH]C YTOYHHI Y HEI'o, OTIIPABILAI I OH TeOe ux.



Cerun WI-FI

C nomompio WI-F1 MOkHO momyduth OecnIaTHBIII HHTEPHET-IAOCTYIl B

0OIIeCTBEHHBIX MecTax: Kade, OTesIX, TOPTOBBIX IIEHTpaX I a’pomoprax. Tak ske
ABIIETCS OTINYHOII BO3MOXKHOCTBIO BBEIXOJ1a B MHTepHeT. Ho MHOrme sKcriepThl
CUNTAIOT, 4T0 oOmenoctynueie WiF1 ceTil He SIBIAIOTCA O€30I1acHBIMIIL.

CoBeTsl 10 0€30I1aCHOCTH PadoThl B 001eT0CTYNHBIX ceTax Wi-fi

1. He nmepenmaBaii cBow  nInuHyo  uHGOpMAaNIIO  dYepes
obmenoctymuele Wi-F1 cetu. PaboTas B HUX, JXelTaTelIbHO HE BBOANTH
[IapOJIU JOCTYIIA, TOTMHBI U KaKIe-TO HOMepa;

2. HUcnone3yli u OOHOBIIIT aAHTHUBUPYCHBIE IIPOrpaMMEI 1
OpanaMayasp. Tem cambIM THI 0Oe30macuIIb ce0s OT 3aKadKH BIPYCa Ha TBOE
YCTpPOIICTBO;

3. I[Ipu wucnonp3oBannu Wi-F1 oTkmoun ¢yuknmo «OOmmuii
moctyn K (aitmam u npuHTepam». JlaHHas QYHKOIS 3aKpeITa 110
YMOITYAaHIIO, OJHAKO HEKOTOphIe II0JIb30BAaTeIU AaKTHUBUPYIOT €& i
y100CTBa UCITOIK30BaHIA B paboTe nim yueoe;

4. He wucnonp3yit myomrunaeiii WI-FI nnd nepemaunm  TUYHBIX
JAaHHBIX, HAlIpIMeEp, /11 BBHIXOJA B COLNATbHBIE CETH MM B 3JIEKTPOHHYIO
IIOYTY;

5. Hcnonw3yii Toneko 3amumeHHoe coequdenne gepe3z HTTPS, a
He HTTP, T.e. npu HaGope BeG-apeca BBoAN nMeHHO «https://»;

6. B Mo6unsHOM Tenedone oTkimroun Gyuknuio «[logkmodeHne k
Wi-F1 aBromatmueckn». He mgorryckali aBTOMAaTHYeCKOTO ITOIKTHOYCHIS

ycTpoiictBa K ceTaM Wi-F1 6e3 TBoero cormacus.

ConuajbHbIE CEeTH

ConmansHas CeTh - 3TO C&ﬁT, KOTOpLIfI IIPpEAO0CTABIICT BO3MOKHOCTSD JTHOIAM
OCYHICCTBIIATH O6I_IICHIIC MEXIY coboil B HNHTCPHECTE. an_IIC BCETO0 B HUX IO
KaXXZI0Iro 4YeJIOBEKa BBIACIDICTCA CBOA JINMYHAA CTpaHHYKA, Ha KOTOpOﬁ OH
YKa3bIBa€T O cebe Pa3sINMIHYIO IIH(I)OpMaI_IIIIO, Ha4YlHasA OT HMMCHIIL, (I)aMIUIIIII n
3dKaH4YMBas JTIMYHBIMI (I)OTOFpa(l)IISIMII. MHorue 1os30BaTeln He IIOHUMAIOT, 4TO
IIH(I)OpMaI_IIIﬂ, pPasMEIIeHHaA NMH B COIOUAIBHBIX CETAX, MOXKET OBITH HaliieHa 1
HCIIOIB30BaHa KEM YIroJHO, B TOM YHCII€ HE o0s3aTeIbHO ¢ Omarumn

HaMEpCHIsIMI.



OcHOBHBIE COBeTHI N0 0€30MACHOCTH B CONHAJIBLHBIX CeTHAX:

1. OrpaHnub CUCOK Apy3eil. Y TeOs B Ipy3bsIX HE JOMKHO OBITh
CIy4JaliHBIX U HE3HAKOMBIX JIF0/Ieil;

2. 3ammmail  CBOX0 YacTHYK JKu3Hb. He ykaspIBalli mapoin,
teneoHBl, ajapeca, JaTy TBOETO POXKICHUS U JPYIYIO JITHIHYIO
nH(GOpMAIIIO. 3I0YMBIILIEHHIKA MOTYT ICIIOIL30BaTh Ja)ke MHGOPMAITUIO
0 TOM, KaK Thl I TBOU POJAUTENN IIJIAHIPYETe IIPOBECTU KaHUKYIIBI,

3. 3ammiiail CBOK peIyTalllio - JIEPXKHI €€ B YICTOTE U 3ajaBail
cebe Bompoc: XoTel OBl Thl, YTOOBI APYTrue MOJIb30BAaTEIN BUAEIHN, YTO ThI
3arpykaemsb? llogymaii, mpexxae 4eM 9To-TO OIyOINKOBaTh, HANNCAaTh U
3arpy3uTh;

4. Eciu Tl roBopums c JTHOABMH, KOTOPBIX HE 3Haellb, He
ICIIONB3YIl CBOE pealbHOe UMS U APYIYI0 JTHYHYI0 HHGOpPMAIIU: MM,
MECTO KUTEILCTBA, MECTO yUeOBI U IIpOUeE;

5. N3beraii pasmemenns ¢ororpadmii B HWMHTepHeTe, T/e TH
1300pa’k€eH Ha MECTHOCTHU, II0 KOTOpPOHl MOJKHO OIpeJeTnTh TBOE
MECTOIOIOKEHIE;

6. [Ipu peructpammu B  COLMAIBHOII CeTH  HEOOXOAUMO
ICIIONB30BaTh CJIOXKHBIE IIapOJH, cocTosmue u3 OykB u mudp u ¢
KOJIIMUECTBOM 3HAKOB HE MeHee §;

7. Jlnst conumanbHOIl CeTU, MOYTHI U JIPYTUX caliTOB HEOOXOIMMO
ICHOIIB30BaTh pa3Hble mapomd. Torja ecimu  TedOsA  B3IOMAOT, TO

3JIOYMBIIIIICHHNKHN ITOJIYy4YaT AOCTYII TOJIBKO K OAHOMY MECTY, a HE BO BCC

cpa3sy.

BJICKT]')OHHBIC JCHbI'H

DNeKTPOHHBIE JIEHBI'N — 3TO OYeHb YJIOOHBII cIoco0 IIaTekeil, oJHaKO
CYIIECTBYIOT MOIIIEHHUKI, KOTOPBIE XOTAT MOTYIUTH ITU JEHBITL.

DNEeKTPOHHbIE JEeHBI'U MOSBIUINCH COBCEM HEJJABHO I IMEHHO 13-3a 3TOr'0 BO
MHOTHUX T'OCYJapCTBax J0 CHX IIOp HE MPOIICAHO PO HUX B 3aKOHAX.

B Poccun ke oHU (YHKIIMOHUPYIOT U O HUX YK€ IIPONNCAHO B 3aKOHE, IJie
IX pa3felsaioT Ha HECKOIIbKO BHJOB - aHOHHMHBIE U HE aHOHNMHBIe. PasHuma B
TOM, YTO aHOHIMHEIE - 3TO T€, B KOTOPHIX pa3pemaeTcs IpOBOAUTE Olepamun oe3
naeHTH(UKAII  I07h30BaTeNsd, a B HE AaHOHUMHBIX HJISHTH(UKAIINN

I10JIL30BaTeNs ABISAETCA 0053aTeIbHOI.



Taxke cieayeT pa3nmyaTh JJIeKTpOHHBIE (UaTHBIE JeHbru (paBHBI
rOCYJapCTBEeHHBIM BalIOTaM) U 3JIEKTPOHHBIE HedUaTHBIE JAeHBIN (HE paBHBI
rOCyJIapCTBEHHBIM BATIOTaM).

OcHOBHBIE COBeTHI N0 0€30MACHOH padoTe ¢ 3JIeKTPOHHBIMH JJeHbI AMH

1. [IpuBspxu k cueTy MOOIITBHEIN TemedoH. DTO caMblil YI0OHBII
1 OBICTPHII CIIOCOO BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3anHsbIl TenedoH
IIOMOJKET, €CIN 3a0y/Iellb CBOI IUTaTeXKHBII MapoiIb UM 3alielnb Ha CaliT ¢
HE3HAKOMOT'0 YCTPOIICTBA;

2. Hcnonw3yit  omHopazoBele maponn. Ilocme mepexona Ha
YCIICHHYIO aBTOpU3alHIo TeOe yke He OyJeT yrpokaTh OMAacCHOCTh KpaKd
N IiepexBaTa IIaTeKHOT0 apoJIs;

3. Bribepu crnoxssbil mapons. [IpecTynmHunkam OyaeT HE HPOCTO
yrajath CIOXHBII mapoib. HajexHble mapomm — 3TO Iapoim, KOTOpHIe
coJepKaT He MeHee 8 3HAKOB I BKJIIOUAIOT B ce0s1 CTPOYHBIE U IIPOIICHBIE
OYKBBL, IU(PEI U HECKOIHKO CHMBOIIOB, TaKle KaK 3HaK Joiriapa, (yHTa,
BOCKJINIATENbHBII 3HaK 1 T.11. Hanpumep, StROng!;;

4. He BBoam cBoum nm4HBIE [JaHHBIE Ha caliTax, KOTOPHIM He

AOBEPACIIE.

JIeKTPOHHAsA MoYTAa

DIeKTPOHHAS I10YTa — 3TO TEXHOJIOTUS U IPeJOCTaBIsIEMbIE €10 YCIyTHU 1O
IIepEChIIKE U MOIYYEHIIO 3JIEKTPOHHBIX COOOIIEHIT, KOTOPBIE pacIpeaeIsaoTCs B
KOMITbIOTepHOil ceTu. OOBMHO 3IEKTPOHHBIII IOYTOBBIN SAIIUK BBITJISINT
CIEQYIOIIM 00pa30oM: UM _ITONIb30BaTe (@M JAoMeHa. Takxke KpoMe mepe1adn
IIPOCTOr0O TEKCTA, MMEETCS BO3MOKHOCTD Ilepe1aBaTh (hailIbl.

OcHoBHBIE COBETHI 110 0e30NacHOi padoTe ¢ 3JIeKTPOHHOH MOYTOM:

1. Hano BBIOpaTh mpaBIIBHBIN ITOUYTOBEIN cepBuc. B MHTepHeTe
€CTh OIPOMHBIIl BEIOOpP OECIIIATHBIX MOYTOBHIX CEPBUCOB, OJHAKO JIyYIIEe
JIOBEPATH T€M, KOI'0 3HAeIllb U KTO IEPBLIl B PEITHHIE;

2. He vyka3pBali B JMYHONI I0YTe JUYHYIO UH(OPMAIIIO.
Hamprnvep, mydme BBIOpaTh «My3BIKaIbHBII (QaHaT@» nma «pok2013»
BMeCTO «TeMal3»;

3. Hcnonp3yll ABYXATAlHYH AaBTOPU3ALNIO. DTO KOTIja IOMIIMO

I1apoJIsi HY?KHO BBOAUTH KO/, IIpHChUIaeMsblil o SMS;



